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ABSTRACT 

 
Based on data that was extracted from Indonesia Central 

Bureau of Statistics there were has been theft cases as much as 

125.869 times during 2015, consists of Crime against Property / 

Goods with Violence 11.856 cases, and Crimes against Property / 

Goods Non-Violent 114.013 cases[1], theft often occurs in empty 

homes that no occupants, theft is also common in homes that have 

security cameras, cameras that were installed cannot provide 

prevention or warning to homeowners. It can be anticipated if the 

homeowner gets information about the condition of the house in 

real time wherever he is. This technology is designed to created 

smart home system that was integrated by the security method 

especially in face recognition, Eigenface method as the image 

processing method used to detect home occupants to avoid thieves, 

the core of this method is to compare the eigenface value of the 

captured image with the eigenface value present in the database, the 

smaller difference between the eigenface training image in the 

database with the eigenface test face it can be concluded that the 

image has a higher similarity, greater differences,  will make the 

system detect that an unknown person is entering the house, and 

will send a warning message to the homeowner via cell phone about 

danger that is occurs 
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INTRODUCTION  

Based on data that was extracted from Indonesia’s Central Bureau of Statistics 

there were has been theft cases as much as 125.869 times during 2015, consists of 

Crime against Property / Goods with Violence 11.856 cases, and Crimes against 

Property / Goods Non-Violent 114.013 cases[1], theft often occurs in empty homes that 

no occupants, theft is also common in homes that have security cameras, because the 

cameras installed cannot provide prevention or warning to homeowners, thus still give 

the chance to the thief to commit his crimes. Smart home system is an application 

system that is a combination of technology and services devoted to the home 

environment with specific functions that help the comfort and safety of its inhabitants. 

Smart home systems typically consist of control and automation of some devices or 

home appliances that accessible via smartphones. Smart home design never detached 

from microcontroller hardware like MyRio 1900[2], Siemens PLC[3], Raspberry[4].  

Nowadays microcontroller becoming more popular because it could drive many 

innovations, sport simulation on archery [5], education [6], On the other hand various 

data communication  could be used to communicate microcontroller and sensors to pass 

the data like lightweight UDP[7], communication media that was common Wi-Fi and 

SSL Technologies[8], Web Socket Protocol[9], etc. Smart home system could be 

created with various facilities, one of the important feature that we can offer is security, 

especially to secure the home from theft. Eigenface method is one of the face 

recognition that used Principal Component Analysis that finds a set of projection 

vectors designed such that the projected data retains the most information about the 

original data [10],  in other hand it was a method for feature extraction that has been 

proven to be effectively applied in calculations for digital face recognition [11]. 

However the success of facial detection was affected by some noise factors such as salt 

& pepper noise, Gaussian noise or Poisson noise to every test image[12]. 

 

METHODS 

Eigenface method is one of the face recognition methods that recognizes 3 (three) 

dimensional images into 2 dimensional images by using extracted values based on 

image vectors on faces obtained from various sides which then produce eigenvalues and 

eigenvectors. The Eigenvalue is the characteristic value of an n x n size matrix, while 

the Eigenvector is a non-zero column vector which, when multiplied by a n x n size 

matrix, will result another vector that has a multiple value of the Eigen vector itself. 

The stages of this facial recognition algorithm begin by making the column matrix 

of faces entered into the database (Figure 1) 

 
Figure 1. column matrix 
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a and b are the vectors obtained from the face image that have been broken down. After 

that, the vector will be put in column matrix, and continued by searching for the average 

image vector of the next column matrix by using Equation (1). 

 

 

𝑚 =
1

𝑀
(

𝑎1 𝑏1
𝑎2 𝑏2
𝑎𝑁2 𝑏𝑁2

) 

 

(1) 

 

 

M is the number of facial images in the database. While m is the average of the 

image vector. After the average is obtained, then searched the difference of each matrix 

of image columns with use equation (2) as shown below. 

 

 

𝑎𝑚 = (

𝑎1 − 𝑚1

𝑎2 − 𝑚2

𝑎𝑁2 − 𝑚𝑁2

)      𝑏𝑚 = (

𝑏1 − 𝑚1

𝑏2 − 𝑚2

𝑏𝑁2 − 𝑚𝑁2

) 

 

(2) 

 

 

After the difference is obtained, then the matrix covariance is searched for get the 

eigen value by using equation (3).  

 𝑆 =  𝐴𝐴𝑇 (3) 

 

Where S is the covariance to be sought, whereas A is the eigenvalue, and AT is the 

eigenvector. Once the value is obtained covariance, then the eigen vector value is sorted 

by largest eigen values. Once sorted, the vector will be reduced by using equation (4).  

  

 𝑍𝑛 =  𝑒𝑍
𝑇(𝑌𝑛 − 𝑚𝑛2) (4) 

 

After the calculation result obtained, then recalculate to get the value of the 

previously parsed facial image.  

Figure 2 shown that this research consists of two parts, the first part is a series of 

tools, which is centred on Raspberry PI as a microcomputer that processes data and 

manage the work of each sensor, and the last is software embedded in the mobile 

smartphone in the form of sdk file. 

This research uses Eigenface method as the method used to detect faces as security 

in smart home, shown in Figure 2, when the camera sensor is activated it will activate 

the alarm, so when the camera detects faces and faces detected not in accordance with 

the pattern of faces that have been registered on the database then it will activate the 

buzzer and send a message to the home owner smartphone. 
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Figure 2. System Workflow 

1.1.  Hardware Design  

 
Figure 3. Hardware Block Diagram 

 

Figure 3 above shown the block diagram of hardware, first is a PIR sensor that has 

been connected to the smart home using Arduino as its connecting media will detect the 

movement that is around the sensor. Then the camera will do face detection using 

eigenface method then find out whether the face pattern is recognized or not, if not then 

will send a message to the owner of the house and buzzer will sound. Once the message 

is received, the homeowner can immediately check who is detected by the security 
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sensor by using a camera that has been connected to Raspberry even when they are not 

at home. 

Figure 3, describes how the existing sensors are assembled, there are 5 sensors 

mounted on the sensor circuit, that are fire sensor, gas sensor, water level sensor, PIR 

Sensor, vibration sensor, all of the sensors ware connected and controlled by two 

microcontrollers, Arduino as the sensors circuit centre and Raspberry PI as the data 

processor. 

1.2.  Eigenface Software Design Implementation 

 
Figure 4. Face recognition workflow 

 

Figure 4 describe how face recognition that implement eigenfece method work, Enable 

webcam to capture face image, once the camera detects a face pattern, the system will 

capture the face and face of the capture will appear in the application window that has 

been created. After the face was displayed in the application window, the system would 

normalized the image on the face, perform the calculation to get the eigenvalues and 

also the value of the eigen vector that will be used to obtain eigenface value based on 

the captured face.  

Once obtained eigenface value, then the system will directly do the matching face 

into the database, whether there are faces that have the same value or near or not. Once 

matched, if it does not match the database, the alarm will sound and the device will send 

a warning message to the home owner. If the eigenface value matched in the database, 

then the system will not do anything. 

 

RESULTS AND DISCUSSION 

In this section is divided into 2 parts, the first is how the interface of the smart home 

model and the designed detection application and the second describes the steps passed 

on the eigenface method. 

1.3.  Smart home interface 
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Figure 5 below show home prototype in the form of a model and smart home 

application serves as a communication tool between users and home model. In making 

this smart home system model, the interface is user-friendly designed to be easy to use 

and understand by users shown in Figure 6. 

 

  
    Figure 5. Smart home model interface  Figure 6. Face pattern recognition result 

 

Figure 7 shows a message that will be sent to the homeowner when the camera sensor 

detects an unknown person entering the house 

 

 
Figure 7. Message result 

1.4.  Eigenface Calculation 

At this stage, the calculation is done to get the value of the eigenface to obtain the 

eigenface value of the human face by using image training. Here is a calculation of the 

eigenface method. 

a. first is to get the vector value in image training. 
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Figure 8. Image training vector value matrix 

 

b. Once obtained, then do a search the average value with the formula as shown in 

equation 2. 

 

 
Figure 9. Image training vector value matrix 

 

c. Matrix covariance searching to get the eigen value using equation S = AAT   

After obtaining the average value, then find the value of covariance by using the 

formula S = AAT, and the result is as follows: 

 
Figure 10. Covariant Value 
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d. Calculate eigenvalue and eigenvector to get eigenface value 

After obtained covariant value next step is calculate eigenvalue with the equation 

AV = λV 
The formula of finding eigenvalues is (λI-A) V = 0 

The determinant results obtained are: 

190λ2 – 38581λ + 990138 = 0 

(190λ – 6451) (λ – 153) 

λ1=6451, λ2=153 

 

After obtained the eigenvalue, next step is looks for the eigenvector value by 

entering the eigenvalue that already obtained into the equation AV = λV. 
After obtained the eigenvector value, next step is looks for the eigenface value 

we can find the value of eigenface in the training image used. 

To get the eigenface value, the formula used is  

µ = ∑V.ф 

Information: 

µ = eigenface value 

∑V = the total value of the V eigen value 

ф = Value 

 

CONCLUSION 
The research was conducted to produce a smart home system design that could help 

homeowner to secure homes from thieves, by detecting face patterns matched with data 

on the database, and send a message to the homeowner if the unidentified face is 

detected, eigenface method used as image processing methods to detect facial patterns 

through the stages of the method, in the other hand, this research equipped with several 

other sensors such as flame sensors, gas sensors, PIR sensors, vibration sensors, and 

temperature sensors, all of the sensors are coupled to the Raspberry PI and Arduino 

microprocessors and can be controlled via homeowner smartphone. Further research 

that can be developed is testing the eigenface method for smart home security by giving 

some noise factors such as salt & pepper noise, Gaussian noise or Poisson noise to 

every test image, and then see the results of the test. 
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