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Abstract
System or data security is very important in today's digital era. Various kinds of
security techniques used, one of these techniques is the encoding technique by applying a
number of cryptographic algorithms. The durability of cryptographic algorithms must of
course be known before the algorithm is used and applied to a system or data to be
secured. This study discusses the combination of the gifshuffle algorithm and the TCC
algorithm for securing login pin characters.
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1. Introduction

Data is an object that is used and processed to produce useful information to
others. The form of information that needs to be secured is confidential information,
meaning that not everyone can access it. There are many data security techniques
including encryption techniques (cryptography) and concealment techniques
(steganography)[1][2]. The durability of cryptographic algorithms must of course be
known before the algorithm is used and applied to a system or data to be secured.

Cryptographic technique is an encoding technique in which data objects that are
encoded/secured can be known to exist, but the meaning or information contained in
the encoded/secured data (cannot be understood), with a form like this can raise
suspicions by other parties that the data is confidential. , then the intention to know
the contents of the encoded information will be higher[3][4][5].

The importance of data encoding is not only changing the shape of the data or
information content, but also being able to eliminate the meaning of information
from the data itself even the existence and form of the data itself when
unauthorized parties access or use it[6][7], it is necessary to combine data security
using cryptography and steganography techniques. Fulfilling the security techniques
described above, the authors choose algorithms related to cryptography and
steganography, namely the triangle chain cipher algorithm and the gifshuffle algorithm.

2. Research Methodology
2.1. Cryptography

Cryptography was originally described as the study of how to hide the meaning of
messages. In accordance with the modern generation of cryptography, cryptography is a
science based on mathematical techniques related to information security that maintains
the confidentiality, integrity, and authentication of data. So the application of
cryptography is not just how to hide the meaning of the message but rather a set of
techniques that provide information security[8][9].

2.2. Steganography
Steganography is the science and art of hiding secret messages in other messages so
that the existence of these secret messages cannot be known. Steganography has two
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hidden are articles, pictures, lists of items, passwords, progral
secret messages[12].

2.3. Algorithm Triangle Chain Cipher

Algorithm The triangle chain cipher algorithm has a process rule with caesar cipher
which shifts letters based on predetermined key numbers. The key number values used are
natural numbers such as 1, 2, 3, 4, ... and so on. In addition to the primary key that has
been determined, the second strength lies in the process of multiplying the sequence of
numbers multiplied by the key. The value of the number line can be an even number, a
Fibonacci series, a prime number series, and a number series that we can determine
ourselves [13][14][7].

2.4. Algorithm Gifshuffle

Algorithm is one of the steganographic algorithms, where this algorithm works by
hiding messages in gif images by doing a shuffle color map. gifsuhuffle algorithm can
work on all gif images both in the form of transparency and animation[12]. The gifshuffle
algorithm makes use of a gif file header that performs media insertion in a color palette.
gif images contain a clourmap of up to 256 entries and produce a maximum storage
capacity of 1683 bits[15].

The process of applying these two algorithms is carried out in parallel, namely where
the triangle chain cipher cryptographic algorithm is first applied to encrypt data, then the
results of the encryption process will be inserted into the image using the gifshuffle
algorithm. The following is a schematic of the process of applying the two algorithms.
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Figure 1. Deployment Process Scheme

In accordance with the scheme of the application process as shown above (1)
first, the encryption process is carried out on the text, then (2) the second is the
ciphertext insertion process into the GIF image.

The discussion carried out in this study tells about how to combine the triangle
chain cipher algorithm for the message encryption process and the gifshuffle
algorithm for the embedding process (hidden file) encrypted into a GIF image.

Meanwhile, when returning the message to its original form, the first processing
activity is to gifshuffle message (show file) algorithm, which then performs the
decryption process using a triangle chain cipher.

Two topics of discussion carried out in this study are (1) the encryption process
followed by the insertion process and (2) the extraction process followed by the
decryption process.
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Figure 2. Message Encryption and Insertion Schemes

b) Scheme The following is the second discussion scheme
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Figure 3. Message Extraction and Decryption Scheme

Text Adi
Ubah Nilai Biner
Ke bentuk String

Text Awal
dalam bentuk
Ciphertext

4. Result and Discussion

The process of testing the triangle chain cipher algorithm and the gifshuffle algorithm
is carried out by encrypting the message text to be inserted on a digital image in GIF
format as a cover where the encrypted message text is inserted. The display of the initial

form of the encryption process and the embedding process can be seen in the following
image.

Bl PENELITIAN2019

Akses File Data Yang Akan di Enkiipsi

Informasi File Data

NamaFis : Ukuran Fie

Tipe File =

Nilai Kunci Enkrpsi ENKRIPSI TCC e @u
Akses File Gambar Sebagai Cover
Akses File Data Yang Akan Disisipkan

Milai Kunci Penyisipan

Frases Perwisipan

Batal ‘

Figure 4. Encryption and Insertion Process Form Display
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Testing process for the encryption and insertion form is car
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c) Enter the crypto key value, CH

d) then click the "TCC ENCRYPTION" button to carry out the encryptlon process.

e) Save the encrypted file.

f) After the encryption process is done, the next step is to carry out the file insertion
process

g) Click the upload image file button as a cover image,

h) Click the upload button for encrypted data files,

i) Enter the stego key value,

j) Click the "Insertion Process" button to carry out the insertion process, Click the

"Cancel™ button if you want to cancel the insertion process.

In accordance with the description above, the encryption and decryption testing
process can be seen more clearly in the following picture.
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Figure 5. E'ncryption Process
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Based on the tests carried out, the following results were obtained related to the
application of the triangle chain cipher algorithm and the gifshuffle algorithm consisting
of the
a) Confusion aspect

Has a fairly good confusion value, so it is difficult for cryptanalysts to hack the

ciphertext, meaning that it takes a long time to get the encrypted key.
b) Imperect (Vision Aspect)

At this stage related to the difference in the appearance of the original image with the

cover image (stego image) in accordance with the vision, testing was carried out by

giving questions to 10 respondents. According to the responses of respondents
assessing the difference between the original image and the stego image, 20% said it
was different and 80% said it was the same.

4. Conclusion

After the process of analysis, discussion and testing of the application of the
triangle chain cipher algorithm and the gifshuffle algorithm in securing files, the
following conclusions are drawn from the research. The combination of
cryptographic and steganographic security techniques is very appropriate to make
people unable to access information without even knowing the existence of
information from the data that has been secured. The tests carried out on the triangle
chain cipher algorithm and the gifshuffle algorithm run successfully, resulting in a
cover stego object that cannot be distinguished from the original image.
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