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I. Introduction 

Man is a creature that cannot live by depending on himself, according to his nature of always 
needing others therefore called a social being [1][2]–[3]. Social media is currently very popular among 
the public because of its rapid and varied development [4]. The development of social media has 
changed people's behavior patterns in socializing, such as the Instagram application that changes the 
pattern of entrepreneurs in promoting their business. 

The development of social media also has a negative impact because many use it as a digital crime 
medium. Currently, human social behavior has begun to change due to the development of technology 
and the emergence of several social media applications such as Instagram which make it easier for 
humans to communicate remotely and more varied, not just exchanging messages but also being able 
to exchange pictures, videos, documents and voice calls and even group voice calls. The changes that 
occur can be seen in the patterns of socializing in society, usually if a person wants to communicate 
with others must be in a state of relationship or meeting, whereas now everyone can communicate 
from anywhere and anytime [5].  

The influence of Instagram is not only on social behavior, but also business or trading behavior 
due to the global nature of Instagram so that what we upload to introduce our business can be seen by 
anyone and from anywhere [6]. With all the benefits obtained from Instagram there are some people 
who abuse it, leading to negative things and even criminals because it is easy to get the desired 
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crimes. Instagram is a social media that is often found content that 
contains elements of pornography, hoax news, hate speech, etc. This 
research is aimed at processing digital evidence of cases of the spread 
of hoax news on the Instagram application. This research follows the 
framework of the Digital Forensics Research Workshop (DFRWS) 
with six stages, namely identification, preservation, collection, 
examination, analysis and presentation. The process of obtaining 
digital evidence is assisted by the application of Axiom Magnet and 
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information [7]. Digital crime or cybercrime is a criminal act whose practice utilizes cyberspace or 
digital, so that the evidence needed later in digital form is also [8].  

Cybercrime is a crime that occurs in cyberspace or digitally [9]. Cybercrime actors in carrying out 
their actions use digital devices such as smartphones, laptops or PCs [10]. Cybercrime can happen 
anywhere and anytime, and can attack anyone [11]. In its legal handling cybercrime cases require 
digital evidence. The handling of cybercrime is not much different from other crimes, it's just that 
judges must be more careful in observing the evidence presented [12]. Mobile Forensic is a science 
used by investigators to obtain digital evidence [13][14]–[15]. Digital evidence is evidence obtained 
from cyber or digital, digital evidence can be in the form of images, videos, texts, voice messages and 
call records [3][12], [16]. Digital evidence must be in its original state in order to be used in legal 
proceedings, so as to obtain digital evidence using a special application. This study used Cellebrite 
UFED and Magnet Axiom. Mobile forensic is a branch of science of digital forensic that is suitable 
for returning digital evidence on mobile devices [17].  

Mobile forensic can be used to search for digital evidence such as images, videos, text, deleted 
voice [18][19]–[21], mobile forensic is an illegitimate branch of digital forensic that focuses more on 
mobile devices or smartphones [22]. The digital evidence that can be obtained from this mobile 
forensic action can be in the form of images, videos, text, voice messages and other communication 
records [23]. Previous research on Digital Evidence Identification on Mobile Device Acquisition from 
instant messaging app "WhatsApp" using NIST framework. The study used the XRY application and 
also encase mobile forensic to acquire digital evidence on android and iOS smartphones from the 
whatsapp application. From the results of this study, it is said that when using forensic applications 
on smartphones, it must be in a state that has been rooted first [24]. This research will acquire digital 
evidence using two forensic applications, namely Magnet Axiom and Cellebrite UFED to obtain 
digital evidence from the Instagram application. This research was conducted based on the DFRWS 
framework. In the scenario, mobile forensics is carried out in cases of spreading hoax news using the 
Instagram application. The perpetrator deletes the data that has been spread on Instagram on his 
smartphone to remove traces. The evidence that this study is in the form of images, videos, emails, 
accounts, times, and locations. 

II. Methods 

This research follows the DFRWS framework for obtaining digital evidence and data exchange 
records collected by a centralized mechanism [25]. In its use the DFRWS framework consists of six 
stages [26] as in Figure 1. 

 

Fig. 1.  Stages of the DFRWS Framework 

 The stages in figure 1 are outlined as follows: 

• Identification: The initial stage to identify evidence and determine what is needed in the 
investigation process. 

• Preservation: The stage of maintaining evidence in order to maintain authenticity and also 
changes and damage to the data contained in the evidence. 
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• Collection: The stage of collecting and identifying the required data from the data source on 
the evidence. 

• Examination: The stage of separating or filtering on a part of the data source, in order to 
maintain the authenticity of other data, because it is to maintain the validity of digital 
evidence. 

• Analysis: An analysis of the evidence obtained is carried out to find where, by whom and 
how the evidence data was obtained. 

• Presentation: This stage displays all the information obtained from the previous analysis, 
then reports what actions should be taken next. 

 This research used some hardware and software in the forensic process in order to obtain the 
digital evidence sought, some of the devices used as in Table 1. 

Table 1.  Research Tools 

No Research Tools Description 

1 PC G4560 - 8 GB RAM 

2 Smartphone Samsung Galaxy Tab A8 

3 USB Cable Connecting tool a smartphone with a PC 

4 Instagram Social Media Apps (Digital Crime Media) 

5 Cellebrite UFED 
Windows-based Forensic Application to find 

digital evidence on Smartphones 

6 Magnet Axiom 
Windows-based Forensic Application to find 

digital evidence on Smartphones 

7 Power ISO 
Supporting application to open the extraction 
results from the Cellebrite UFED application 

 

A. Case Scenarios 

Research raises cases of spreading fake news or hoaxes. To help this research, a simulation of how 
the process when a crime occurs is indicated by the spread of hoax news, scenario will be carried out 
as shown in Figure 2. 

 

Fig. 2.  Case Simulation 

From Figure 2, it is explained that a user 1 or suspect uploaded several videos and pictures 
containing fake news on his Instagram account, after the suspect managed to upload videos and photos 
on his smartphone, it was immediately deleted as well as those on his Instagram account after the 
video was spread and seen by many other users. The suspect in his actions was using a Samsung 
Galaxy A8 tablet. After the video and images were viewed and forwarded by several other users, it 
caused an uproar among the public. 

The authorities found this news and also some reports from the public directly investigating the 
truth and source of the hoax. After the suspect was successfully secured by the authorities, a mobile 
forensic process was carried out on the smartphone used by the suspect to obtain the digital evidence 
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needed for the legal process. The investigation process focuses on the search for digital evidence with 
several variables defined as in Table 2. 

Table 2.  Origin Data 

No 
Data 

Amount 
Data Digital Meta Data 

1 

T
ex

t Sender 50345927492/inyong2269 

1 Receiver irhashainur 

Message Date/ Time 06/12/2021 01:16:21 

2 

P
ic

tu
re

 
MIME Type image/jpeg 

5 

Created Date 26/04/2022 02:15:33 

Last Modified Date 26/04/2022 02:15:33 

Size (Bytes) 50055 

Resolution 1080x1920 

MIME Type image/jpeg 

Created Date 26/04/2022 02:15:28 

Last Modified Date 26/04/2022 02:15:28 

Size (Bytes) 52904 

Resolution 1080x1920 

MIME Type image/jpeg 

Created Date 26/04/2022 02:15:33 

Last Modified Date 26/04/2022 02:15:33 

Size (Bytes) 40638 

Resolution 1080x1920 

MIME Type image/jpeg 

Created Date 26/04/2022 02:15:27 

Last Modified Date 26/04/2022 02:15:27 

Size (Bytes) 49707 

Resolution 1080x1920 

MIME Type image/jpeg 

Created Date 26/04/2022 02:14:02 

Last Modified Date 26/04/2022 02:14:02 

Size (Bytes) 66302 

Resolution 640X640 

3 

V
id

eo
 

File Extension .mp4 

5 

Created Date 27/04/2022 04:32:57 

Modified Date 27/04/2022 04:33:01 

File Size (Bytes) 837263 

Duration (Sec) 2.73 

Resolution 1088X1088 

File Extension .mp4 

Created Date 27/04/2022 04:33:17 

Modified Date 27/04/2022 04:33:20 

File Size (Bytes) 806767 

Duration (Sec) 2.54 

Resolution 1088X1088 

File Extension .mp4 

Created Date 27/04/2022 04:33:31 

Modified Date 27/04/2022 04:33:34 

File Size (Bytes) 582704 

Duration (Sec) 1.91 

Resolution 1088X1088 

File Extension .mp4 

Created Date 27/04/2022 04:33:44 

Modified Date 27/04/2022 04:33:46 

File Size (Bytes) 294854 

Duration (Sec) 1.11 
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Resolution 1088X1088 

File Extension .mp4 

Created Date 27/04/2022 04:33:57 

Modified Date 27/04/2022 04:33:59 

File Size (Bytes) 299424 

Duration (Sec) 1.11 

Resolution 1088X1088 

Suplementary Data 

4 Account inyong2269 1 

5 IP address  1 

6 Location  2 

7 Url https://www.instagram.com/ 1 

 

This origin data Table 2 will also function as a measure of the ability of forensic applications used 
in obtaining digital evidence.            

III. Results and Discussion 

This research follows the DFRWS framework in the forensic process in order to obtain digital 
evidence in a structured manner. 

A. Identification 

Identification is the first stage that is carried out as a reference for searching for digital evidence 
based on the case that occurred. The evidence of this research is a unit of smartphone / tablet with the 
Samsung brand in Table 3. 

Table 3.  Research Device Specifications 

Thumbnail Specifications 

 

Manufacturer Samsung 

Product SM-P355 

Platform Android 

Serial Number RR2G600K09A 

IMEI 359896060296033 

Rooted Yes 

 

Table 3 shows the results of the identification of the mobile device used as a digital crime medium, 

namely a Samsung android smartphone with serial number SM-P355 and already in a rooted state. 

B. Preervation Stage 

Preservation is the stage of treatment and safety of original evidence. At this stage the smartphone 
is given special treatment to maintain the original state of the evidence. The special treatment carried 
out is to isolate the smartphone from the flow in and out of communication. The technique that is 
carried out when isolating the smartphone is to turn off data access and change the status of the 
smartphone device into airplane mode. An isolation process is put in place to prevent possible changes 
in data on the smartphone. Changes in data can be caused by the entry and exit of new data from the 
internet, which can damage the authenticity value of evidence in the law. 

C. Collection Stage 

Collection is a stage of collecting digital data from smartphones with a high-risk value, because if 
something goes wrong in the process, it can result in damage to digital evidence, so that the evidence 
on the smartphone cannot be opened or even permanently lost. The data collection process is carried 
out by connecting the smartphone to the pc / workstation used. The smartphone must be rooted so that 
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the data retrieval process using Cellebrite UFED and Axiom Magnet does not go wrong. The data 
obtained in the collection process will be stored into the PC / Workstation storage in the form of 
folders. 

D. Examination Stage 

The data obtained will be tested with Cellebrite UFED and Axiom Magnet by sorting from the data 
obtained as needed, the data that is suspected to be digital evidence will be opened whether there can 
be errors so that they can be used as legal evidence. If digital data is found that is suspected of being 
digital evidence but cannot be accessed, a re-data acquisition process will be carried out so that all 
digital evidence presented in the legal process is of legal value and can be used. 

E. Analysis Stage 

The results of the analysis of the data found and accessible using Cellebrite UFED and Axiom 
Magnet are presented as in Table 4. 

Table 4.  Data Analysis Results 

No Data Informations 

1 Instagram Version 299.0.0.11.111 

2 Instagram Account @inyong2269 

3 Direct Message 13 Messages 

4 Picture 267 Pictures 

5 Video 1229 Videos 

6 Ip Address - 

7 Location - 

8 URLs 100 

 

Table 4 is the result of digital data analysis obtained using Cellebrite UFED and Magnet Axiom 
there is an Instagram account with a username @inyong22689 from the Instagram account there are 
13 direct messages consisting of text messages, pictures and videos. From the Instagram application 
database, there are also 267 digital data images and 1229 videos and 100 URLs were found that had 
been accessed through the Instagram account @inyong22689. 

F. Presentation 

The final stage of the DFRWS framework is presentation, this stage is carried out to display a 
summary of the previous stage of the process after processing the evidence needed for the legal 
process. The digital evidence obtained must be presented in a table so that it makes it easier to present 
when asked to show digital evidence that is in accordance with the digital crime case being heard. All 
information obtained from the entire mobile forensic process is only selected based on the data needed 
and in accordance with the original data in Table 2 and obtained results as in Table 5. 

Table 5.  Artifacts Found 

No Variable Amount Cellebrite UFED Magnet Axiom 

Data Digital 

1 Text 1 0 1 

2 Picture 5 5 5 

3 Video 5 5 5 

Suplementary Data 

4 Account 1 1 1 

5 IP Address 1 0 1 

6 Location 2 0 0 

7 URL 1 0 1 

Total 16 11 14 
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The entire data in the table above comes from testing using applications and scenarios according 
to the DFRWS framework intended to look for these variables. The value of accuracy in the ability to 
detect digital evidence of each application can use the following equation [27]. 

𝑃𝑎𝑟 =  
∑ 𝑎𝑟0

∑ 𝑎𝑟𝑇
 × 100%                                                           (1) 

Par is the value of the accuracy of forensic applications 

ar0 is the number of variables detected 

arT is the number of variables used 

By following equation (1) the level of accuracy and performance of Cellebrite UFED and Magnet 
Axiom in obtaining digital data as follows. 

Cellebrite UFED 

𝑃𝑎𝑟 =  
11

16
 × 100% = 68.75% 

Magnet Axiom 

𝑃𝑎𝑟 =  
14

16
 × 100% = 87.5% 

Based on the above values, the digital evidence that can be obtained from each forensic application 
according to all the variables determined is Cellebrite UFED 68.75% and Magnet Axiom 87.5%. 

IV. Conclusion 

From all the steps taken to obtain digital evidence by following the DFRWS framework with 
evidence in the form of a Samsung Galaxy TAB A8 smartphone model number SM-P355, digital 
evidence was found with the value of each forensic application Cellebrite UFED 68.75% and Magnet 
Axiom 87.5% of the total 16 variables determined. Further research that will use the Cellebrite UFED 
application is expected to use the compatible Cellebrite Analyzer or Physical Image Analys 
application to obtain more detailed information from the extraction results on the Cellebrite UFED 
application. 
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