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Abstract - The research was conducted in the field of
steganography. Discrete Cosine Transform (DCT) is a
method used in the insertion technique. The results of
steganography have problems if they look blurry, have
low levels of similarity and high error values. One way to
solve this problem is by proposing image interpolation.
The interpolation method consists of various kinds and
gives each other advantages. This study intends to
compare three kinds of interpolation techniques to find
the best one. The three interpolation techniques are
bilinear, nearest neighbor, and spline. The method used
in this research is experimental. Images with extension
formats * .tif, * .png, and * .bmp with dimensions of
512x512 px are interpolated by scaling 1.5, 2, and 4. The
results of the interpolation process are used to insert
messages in * .txt format of 157 bytes with discrete
cosines transform (DCT). The image quality of the
message insertion is measured by the MSE and PSNR
values. The result of the message insertion test shows that
the value of the image quality is directly proportional,
meaning that if the condition of the message size is fixed
and the cover dimensions are greater, the MSE value will
be smaller and the PSNR value will be greater. Images
with * .tif and * .bmp extension formats have good
stability, * .png images vary in size. The smallest error
value test results were obtained in the spline interpolation
technique and this method when compared to the other
two techniques had the lowest average MSE value of
8.221 and the PSNR value of 40,301 dB.

Keywords: interpolation, discrete cosine transform
(DCT), steganography, MSE, PSNR

I. INTRODUCTION

Steganography is a message insertion technique that
utilizes images as a holding medium [1-2].
Steganography has various ways of inserting messages.
The techniques used in message insertion are the least
significant bit (LSB) [3-4], algorithms and
transformations [5], redundant pattern encoding [6], and

spread spectrum methods [6-10]. Many steganographic
studies use these methods and provide mutual
advantages. There is research on message insertion
combined with the cover image's preparation process
[1][3]. The preparation process affects the quality of the
message insertion results. One of the preparation
processes in the cover image is image interpolation.
There are various pixel processing techniques for the
cover image. Some interpolation techniques are
classified as non-adaptive, and some are classified as
adaptive [11-12]. Interpolation is used to scale the cover
image in message insertion [11]. Other benefits of
interpolation such as image super-resolution technique
[13-16], image compression technique [10] image
restoration [14-15].

Previous research by Zang et al. image processing
used super-resolution. This study uses neighbors for
image reconstruction. The proposed method is a new
super resolution-based regression that overcomes the
previous weaknesses of using anchored neighborhood
regression [8]. Another study by Garno et al. made use
of bilinear interpolation for pixel stretching. Research is
used to solve most studies that insert messages only in
the form of text sentences or in txt format only. The
research conducted message insertion in doc / docx files,
pdf files, compress RAR files containing sentences,
images, and formula formulas with symbols. The test
results obtained MSE values of 8.35 dB and PSNR
27.87dB [16]. Another study using cubic b-spline for
interpolation in cover images. This research applies the
cubic b-spline method because the literature obtained is
the best method. A cubic b-spline method can maintain
positive 3D data visualization. The data is kept smooth
and looks attractive. This study examines previous
research conducted by Ki-Hyung Jung using neighbor
interpolation. The results of the study provide a
guarantee of PSNR above 35 dB. Research in the
journal discussed wants to keep the data file to image
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and not reduce the cover image quality. The results
obtained a comparison of the MSE and PSNR values
between the original image against the stego image. The
results of the study were influenced by the dimensions
of different images [17].

Research on Cubic B-spline interpolation and
genetic algorithm proposed by Jiang and Chen.
Interpolation is carried out on a 2-dimensional image on
a grayscale. Genetic algorithms are used to detect the
optimal tension parameter values to minimize errors.
The results showed that the PSNR, SSIM, MS-SSIM,
and FSIM were excellent and reliable. Interpolated B-
Spline lookup tables compared to Conventional B-
Spline are faster with less computation time than a
factor of 5-6. The research method with the
interpolation bilinear process is used to resize the
original image. Initially, the image was resized to a
smaller half scale, namely 512x512 to 256x256 px, then
the results were bilinear interpolated back to the size of
512x512 px. The final result is used as a cover in the
steganography process—the process of inserting a
message that has been encrypted by a magic rectangle
using LSB substitution. The study obtained an average
PSNR value of 52.3851 dB [9].

The studies that are studied have contributed various
advantages. The methods proposed have varied results.
There are various contributions, such as accuracy value,
faster processing time limit, knowledge contribution,
formula contribution, increase in similarity value /
PSNR, small error / MSE, and others. Many studies
have examined non-adaptive interpolation in digital
images because it maintains the integrity of image
information. It is called non-adaptive interpolation

because the computation is evenly distributed on all
pixels [18]. So this study proposes a comparative test of
the methods used for image interpolation of the non-
adaptive type. The urgency of the research to compare
non-adaptive methods is to obtain the best interpolation
method and still retain image information. The
interpolation method is bilinear, nearest neighbor, and
spline interpolation. The results of each interpolation
are then used for message insertion. If the more similar
to the original image or the greater the PSNR value, the
higher the data security level. As the goal of
steganography, which is not realizing it or not detecting
it in the image, there is a message. Discrete cosine
transform (DCT) is used as the insertion method.

II. METHOD

Before the steganography  process, other
preparations were carried out, namely the preparation of
research materials and tools. The research material is in
the form of * .tif * .png, and * .bmp digital images as
the cover image. The message that is inserted is in the
form of text, which is a message file with the name
"pesanrahasial.txt," measuring 157 bytes. The contents
of the message are inserted, namely the name and
address of the campus and research tools in the form of
Matlab 2019a software.

The essence of steganographic research is carried
out in three main process stages. The main process
stages are the interpolation process on the cover image,
the DCT steganography process, and the steganography
result quality test process. As for convenience, it can be
seen in Fig. 1.
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A. Cover Image Interpolation Process

Interpolation process as shown in Figure 1 part in
the red dotted line. The interpolation process is carried
out as the first step in the preparation of the process.
Interpolation is carried out on each cover image in the
format * .tif, * .png, * .bmp, with three methods used:
bilinear interpolation, nearest neighbor, and spline.

The working principle of bilinear (bi) interpolation
is the average weight value of 4 pixels around it to fill
the empty interpolated pixels. The four pixels are
derived from the nearest 2x2 pixel values with known
values surrounding the unknown pixel. Then look for
the average value of the 4 pixels to fill. The bilinear
interpolation technique works in both horizontal and
vertical directions. When all known pixel distances are
equal, the interpolated value is simply the number of
them divided by four [10], [16-17].

The working principle of the nearest neighbor
interpolation (nni), namely the digital image or new
scale can be smaller, bigger or the same size. This is
due to the scale ratio applied. What happens during the
process is that when the digital image scaling operation
is applied, an empty space is formed called an empty
pixel on the original image. Empty pixels will be filled
with color pixels that match the color pixels of the
closest neighboring neighbors. This means that the
nearest neighbor interpolation does not produce a new
pixel value, but instead fills in the pixel gaps with the
nearest neighbor pixel value. The resulting pixel has the
same value as the nearest neighboring pixel [15], [18-
21].

Spline (si) interpolation works to get an unknown
value with the help of a known value. The spline

S(u,v) = Cw)C(v) X320 Xy S(x, y)cos

with u=0,1, ...,n-1 and v=0,1, ...,m-1;

(1
o foru=v=0
Cw) =C)

2
—; th
k \/; for others
Information:

S(u, v) : Data on the frequency domain
S(x,y) :Data on the space domain

interpolates these values as closely as possible to the
original values. Interpolate the image with a cubic
spline using 25 subpixel locations in the calculation,
thus increasing the more acceptable pixels. Spline itself
is pieces of a polynomial function with derivatives that
meet certain continuity constraints. When k = 1, the
spline is called a linear spline. When k = 2, the spline is
called a quadratic spline. When k = 3, the spline is
called a cubic spline. Spline interpolation uses higher-
order, i.e. considers many surrounding pixels and
intensively reconsiders them. The higher the degree of
spline, the more stable and smooth the characteristics
[13], [17],[22].

The interpolation process results for each scheme are
in the form of an integrated image, and no image format
changes are made. The interpolation process is carried
out by enlarging the digital cover image's dimensions or
the initial image enlarged to an enlargement scale.

B. Process Steganography Discrete Cosine Transform
(DCT)

The second step is the process of inserting the
message into the image interpolation. The schematic of
the steganographic process is depicted in the area in
blue dotted lines in figure 1. The DCT method can be
used to insert messages to convert a signal into its basic
frequency components. Algorithms and transformations
in steganography hide data in mathematical functions
[16][22]. DCT works with a matrix transformation,
namely, converting a discrete signal from the time
domain into a frequency domain. A two-dimensional
matrix S (x, y) wherex=0,1,..,n—1landy=0, 1, ...,
m — 1 can be transformed into the frequency domain
using the DCT (1).

2x+1 2y+1
lﬂ( x )uJ cos ln( y )VJ (1
2n 2m
u, Vv : The coordinates of the pixels for the transformation
block
X,y : The coordinates of the pixels for the pre-

transformed image

C (u) : The value of the transform domain coefficient at the
coordinate u

C (v) : The value of the transform domain coefficient at the
coordinate u

n : The number of lines in the block to transform

m : The number of lines in the block to transform
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C. Quality Test of Steganography Results

The last process is to test the quality of the
steganography results. Test results and discussion
focused on stegoimage quality. The values of Mean
Square Error (MSE) and Peak Signal to Noise Ratio
(PSNR) are the parameters used [14]. The PSNR value
is measured in decibels (dB), and MSE is based on (2).

PSNR = 10log,, (Cz'"—‘”‘) )

MSE
. 1 2
with MSE =~ M TN 1 (Sey — Cay)

Information:
C,.ax = the largest pixel value in the whole image
x and y = the coordinates of a point on the image
M and N = dimensions of the image
S = embedded image(stegoimage)
C = original image(coverimage)

The MSE and PSNR test processes are depicted in
areas marked with blue dotted lines in figure 1.
Although the process is decoding / extracting messages
from image interpolation, this is not the case for writing
and discussion in this journal.

II. RESULTS AND DISCUSSION

A. Result of the Steganography Process

A cover image that has been interpolated into an
interpolation image is used as a container for inserting
messages. The message inserted is a message
"pesanrahasial.txt" with a size of 157 bytes and
contains the text of the name and address of the campus.
The encoding results with Discrete Cosine Transform
(DCT) on the interpolation image are presented in
Tables I to II1.

TABLE I
STEGANOGRAPHY WITH DCT IN TIF IMAGE
No Image Bilinear Image Nearest Neighbor Image Spline
Interpolation (bi) Interpolation (nni) Interpolation (si)
N e—— [ —— ..
- S
i L
F16 bi 1,5 det.tif, F16 nni 1,5 dct.tif, F16 si 1,5 dct.tif,
768x768, 1.70MB 768x768, 1.70MB 768x768, 1.70 MB
5 - T
£ T e > £ R e 2 ‘ e e 2
peppers_bi 2 dct.tif, peppers_nni_2_dct.tif, peppers_si 2 dct.tif,
1024x1024, 3.02MB 1024x1024, 3.02MB 1024x1024, 3.02MB

mandril bi 4 dct.tif,

2048 x 2048, 12.0MB

mandril nni 4 det.tif]
2048 x 2048, 12.0MB

mandril_si_4.tif,
2048 x 2048, 12.0MB
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Based on Table I, steganography based bilinear,
nearest neighbor, and spline with scaling 1.5, 2, and 4
on the F16 dot tif image, peppers dot tif and mandril dot
tif with 157 bytes of messages inserted, all did not
change the dimensions or size.

Based on Table II steganography based bilinear,
nearest neighbor and spline with scaling 1.5, 2, and 4 on
the dot png image. The image is inserted with a

message of 157 bytes and changes in size. However, the
image dimensions do not change.

Based on Table III, steganography-based bilinear,
nearest neighbor and spline with scaling 1.5, 2, and 4 in
the image with dot BMP extension, 157 bytes of
messages are inserted without changing the dimensions
or size.

TABLE II
STEGANOGRAPHY WITH DCT IN PNG IMAGE
No Image Bilinear Image Nearest Neighbor Image Spline
Interpolation (bi) Interpolation (nni) Interpolation (si)
1. Pege. o .7 S
- -
it ¢ i X
| wiFiy, S . . beaatly it g
F1 6 bi 1,5 dct.png, F16 nni_ 1,5 dct.png, F16 si 1,5 dct.png,
768x768, 918KB 768x768, 629KB 768x768, 762KB
2. p b '
peppers_bi;2_dct.png, peppers_nni_2_dct.pn, peppers_si;Z_dct.png,
1024x1024, 1.58MB 1024x1024, 795KB 1024x1024, 1.22MB

mandril_bi_4_ct.png,
2048 x 2048, 6.49MB

mandril nni 4 dct.png,
2048 x 2048, 1.02MB

mandril_si_4_dt.png,
2048 x 2048, 4.91MB
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TABLE III
STEGANOGRAPHY WITH DCT IN BMP IMAGE
No Image Bilinear Image Nearest Neighbor Image Spline
Interpolation (bi) Interpolation (nni) Interpolation (si)
i",i__"- __‘ 'F'rf._“‘

L. E-I‘"'w. =

s

E

peppers_bi 2 dct.bmp,

1024x1024, 3.00MB

mandril_bi 4 dct.bmp,

2048 x 2048, 12.0MB

F16 nni_1,5 dctbmp,
768x768, 1.68MB

peppers_nni_2_dct.bp,
1024x1024, 3.00MB

mandril nni 4 dct.bmp,
2048 x 2048, 12.0MB

F16_si 1,5 dct.bmp,
768x768, 1.68MB.

i — "
peppers_si_ 2 dct.bmp,
1024x1024, 3.00MB

£ i)
mandril_si 4 dct.bmp,

2048 x 2048, 12.0MB

B. MSE and PSNR Test

The steganography has been completed, and then the
stegoimage quality test is carried out. Stegoimage and
image interpolation are used to measure the level of
error (MSE) and similarity (PSNR). The results of the
MSE and PSNR tests on image interpolation against
stegoimage are presented in Table [V.

Based on Table 1V, the results of MSE and PSNR
steganography tests on bilinear interpolation-based
cover media obtained PSNR values of 40,280 dB and
MSE 8,243. The nearest neighbor-based covers get
PSNR scores of 40.297 dB and MSE 8.223, and spline-

based covers get PSNR values of 40.301 and MSE
8.221.

MSE and PSNR analysis on interpolation-based
images (bilinear, nearest neighbor, and spline), namely
if the scale gets bigger and the message size is fixed,
the results are directly proportional. The meaning is
directly proportional, namely the greater the PSNR
value and the smaller the MSE. If the scale is getting
smaller, the result will be that the MSE value is getting
bigger. The PSNR value is getting smaller, and
comparing the test results of 3 types of interpolation to
the cover image obtained spline interpolation giving the
largest PSNR and the smallest MSE.
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TABLE IV
MSE AND PSNR INTERPOLATION
Image Testing bi Image Testing nni Image Testing si
No PSNR PSNR PSNR
Image MSE (dB) Image MSE (dB) Image MSE (dB)
F16 bi 1,5 dc F16 nni 1,5 F16 si 1,5 dc
1. ¢ tif 14.89 36.40 det.Gf 14.88 36.40  tif 14.89 36.40
peppers_bi 2 peppers_nni_2 peppers_si 2
2. dottif 7.92 39.14 " dettif 7.88 39.16 det tif 7.82 39.23
mandril bi 4 mandril nni 4 mandril si 4
3. dottif 1.92 45.30 det tif 1.91 45.33 det if 1.91 45.32
4, FIObBLLS deyy09 3649 FLOMMLLS 00 3649 FlOsLLIde 409 3640
t.png dct.png t.png
5. PepPersbiZ gy 394 POPPOSONLZ g0 3 g POPPOISSL2 S0 3946
dct.png _dct.png dct.png
6. mandril bi 4 1.92 4530 mandril nni 4 191 4533 mandril si 4 1.91 4530
dct.png _dct.png dct.png
7. FlobLLS de 09 3649 FIOMMILS 00 354 FlOsilode e 3540
t.bmp dct.bmp t.bmp
peppers_bi 2 peppers_nni_2 peppers_si 2
8. det.bmp 7.92 39.14 " det.bmp 7.88 39.16 det.bmp 7.89 39.16
mandril bi 4 mandril nni 4 mandril si 4
9. det.bmp 1.92 45.30 det.bmp 1.91 45.33 det.bmp 1.91 45.32
Average 8.243  40.280 8.223  40.297 8.221  40.301
[2] N. Rismawati, “Analisis dan Perancangan Simulasi
. 1pst dan Dekrips1 pada oritma Steganograti
IV. CONCLUSION Enkripsi dan Dekripsi pada Algori Steganografi
The conclusion of the three interpolation techniques, untuk Penyisipan Pesan Text pada Image menggunakan

Metode Least Significant Bit (LSB) Berbasis Cryptool2,”
Fakt. Exacta, vol. 12, no. 2, pp. 132-144, 2019, doi:
10.30998/faktorexacta.v12i2.3527.

D. R. I. M. Setiadi, “Improved payload capacity in LSB
image steganography uses dilated hybrid edge detection,”
J. King Saud Univ. - Comput. Inf. Sci., no. xxxx, 2019,
doi: 10.1016/j.jksuci.2019.12.007.

[4] P. Malathi and T. Gireeshkumar, “Relating the
Embedding Efficiency of LSB  Steganography
Techniques in Spatial and Transform Domains,”

namely bilinear, nearest neighbor, and spline, can be
seen with the naked eye that there is no visible
difference. However, if you use a test priority scale, it
can be said that the spline interpolation technique is the [3]
most appropriate if it is seen from the smallest error
value. Compared with the other two techniques, this
spline method has the lowest average MSE value of
8,221 and the highest average PSNR value of 40,301
dB. The suggestions in question include choosing a

more diverse container object. It can be in the form of Procedia Comput. Sci., vol. 93, no. September, pp. 878—
audio, video, or even text. Increase the selection of 885, 2016, doi: 10.1016/j.procs.2016.07.270.

images in the steganography process. *. Gif, * .psd, [5] M. Ramalingam, N. A. Mat Isa, and R. Puviarasi, “A
* .pdf, * .raw and the like, object selection messages secured data hiding using affine transformation in video
with a wider variety, which can be in the form of text steganography,” Procedia Comput. Sci., vol. 171, no.
and image-based doc / docx files, text and image-based 2019, pp. 1147-1156, 2020, doi:
pdf files, excel files with multiple sheets, compressed 10.1016/j.procs.2020.04.123.

files with multiple contents, and even images, audio, [6] R.S. Gulo, R. L. Simangunsong, S. B. K. Tafonao, M.
and video. Yusuf, and Yennimar, “Comparison of Spread Spectrum

with Redundant Pattern Coding In Securing Text
Messages Into Audio,” J. Mantik, vol. 4, no. 2, pp.
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