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Abstract— A network administrator has responsibility and important role in a computer network. Network security and
its services depend on the treatment performed by the administrator. Network administrators who understand the
workings of a computer network is needed to obtain the necessary computer networks. One of the obligations of the
administrator is to monitor a network which can be done by using the system monitor. Monitoring system is a task to check
the computer, operating system and services of computer network to keep the network always work in optimal conditions.
In an effort to monitor the condition of the network, one of the technologies that can be used is the notification on twitter
social media for providing information in real time to the administrator. Twitter is a social media that is very widely used,
free, and secure. Moreover, the use of social media twitter experiencing rapid development. Therefore, the selection of
twitter as a medium for the use of the notification is expected to be the right strategy. This system will be made by sending
notification via twitter when a LAN network is disconnected or attacked by intruders.

Results from the development of systems that have been made based on testing the functionality of the system
shows all functions of the system has been running well. While usability testing calculation of the total score of the test
system interface to get a score of 38.75 out of a maximum scale of 50. This score is in the range 34-42 value (Satisfied) which

means that the respondents were satisfied with the system interface. Therefore, this interface is good to be implemented in
the system.
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l. INTRODUCTION

Computer Networks are a group of autonomous
computers that are connected to one another by using
communication  protocols through ata media
communication media so that the presence of these
protocols allows sharing of data or information,
applications, and can even share hardware such as
printers, hard drives, etc. [1]

In a network of computers connected two or more
computers that can communicate with each other and
the computer - the computer is connected to one or
several servers, in other words there is a function as a
client and some that function as servers. The server is
a computer that is functioned to serve delivery, serve
reception of data, and regulate how to send and receive
data between computers that are connected. [2]

A network monitoring system that will be created
will be used by the administrator to monitor the
condition of the network. The first time an
administrator has to do is enter his data as an
administrator who is responsible for his computer
network. In addition, administrators are required to
have a Twitter account because the administrator also
has to enter a username from a twitter account to get
notifications via the application. Network monitoring
system LAN (Local Area Network) with notifications
on social media Twitter is a system used in monitoring
networks that can provide network conditions
information to administrators effectively and
efficiently. The system is created on a computer with
the Ubuntu 12.04 operating system with the Luna
distro. As for IDS (Intrusion Detection System), the
application used is snort. Snort is an IDS tool that uses
a signature detection pattern. The selection of snort as
an IDS (Intrusion Detection System) is done because
snort has integration with the MySQL database
making it easier to access the snort database.

Il.  PURPOSE

One of the obligations of the administrator is to
monitor the network. The description of the monitor
system is the task of checking computers, operating
systems and services that exist on a network so that
they always work at optimal conditions. In conducting
an examination, a network administrator must maintain
the stability of the system and if possible, he must also
try to improve the performance of the network being
handled. [3]

Network administrators are required to be able to
monitor the network from various possible attacks.
Common types of attacks on the network include Port
Scanning and DoS (Denial of Service). Port Scanning
is needed to identify which ports are open, and
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recognize the target OS and DoS are used to spend
resources from the target so that other users cannot gain
access from the target computer. [4] In the case of LAN
networks, common and frequent attacks include
spoofing, port scanning, Sniffing, and Backdoor. While
DoS (Denial of Service) and DDoS (Distributed Denial
of Service) attacks are more common in large networks
such as WAN (Wide Area Network). If these attacks
occur, a system that can detect accurately and can
identify specifications of the attack on the network is
required and then give a warning to the network
administrator.

I1l.  METHODOLOGY

Stages - stages of research are determined to meet
the research objectives to be achieved. The research
stages used in this study are as follows :

A. Literature Study Phase

At this stage researchers conduct reference
searches related to the research topics raised.
References needed in research include sources related
to computer networks and types of attacks on
computer networks, network monitoring systems
on LANs (Local Area Networks), network intrusion
detection systems, systems that can determine the
condition of hosts in the network, and study Twitter
API. In addition, researchers also studied the process
of creating areport host conditionon the network and
creating an intrusion detection report via Twitter social
media.

B. System Development Phase

In the development phase of the development of
this system using the System Development Life Cycle
with the Waterfall method. System Development Life
Cycle is a process of making and changing systems
and models and methodologies for the process of
making and changing systems and models and
methodologies for creating and developing systems.
To implement the method through the following stages
1 [5]

e Needs Analysis

In this stage the researcher collects

complete needs. Then analyzed and defined what
needs are needed in the system. In this stage also
analyzed the functionality of the system to be
built to find out the importance of this system
being built.

e Design
At this stage the researcher designs the model for
the parts of the system to be built. The parts of
the system that will be built include:

This article is distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives

4.0 International License. See for details: https://creativecommons.org/licenses/by-nc-nd/4.0/



http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

(1J1D) International Journal on Informatics for Development

=

Ping host system

Intrusion detection system

3. GUI (Graphical User Interface) monitoring
system

4. Reporting system through APl Twitter

N

¢ Implementation

At this stage the system models that
have been designed at the stage design will
be made. The system components that will be
created include the ping host system to find
out whether the host is up or down, the
Intruder Detection System to find out if the
network is being infiltrated, the reporting
system via the Twitter APl to provide
information via a twitter administrator
account. In this stage also created functions -
functions that support the use of network
monitoring systems.

e Testing
In this stage the system that has been built
will be tested. Testing is done to find out if
the system is in accordance with the expected
based on the needs and whether it has
fulfilled the function
1. Alpha Testing
2. Beta Testing
e Maintenance

System maintenance is done by
repairing errors and gaps in the system and
making adjustments to the system in the
event of unplanned changes.

IV. SYSTEM ANALYSIS AND DESIGN

Analysis is the process of deciphering concepts into
simpler parts with the aim of identifying and
evaluating problems, so that solutions and logical
structures become clear . [6] Problem analysis at this
stage is to describe the problems that have been
explained previously. At this stage the researcher
conducts an analysis to find out the system needs that
will be used at the system design and implementation
stage. These needs include the use of software and the
use of hardware. This system analysis activity is
carried out so that the system can function optimally
without any constraints related to the devices used by
the system to meet the purpose of the system. With the
analysis of system requirements, it is expected that the
system can monitor the LAN (Local Area
Networknetwork) optimally and send monitoring
notifications to Twitter social media.

A. Systen Description
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Network monitoring system that will be
created will be used by the administrator to
monitor the condition of the network. The first
time an administrator has to do is enter his data
as an administrator who is responsible for his
computer network. In addition, administrators
are required to have a Twitter account because
the administrator also has to enter a username
from a twitter account to get notifications via the
application.

B. Designing System
Monitoring System for a LAN (Local Area

Network) network with notifications on social media
Twitter is a system used in monitoring networks that
can provide administrators with information on
network conditions effectively and efficiently. The
system is created on a computer with the Ubuntu 12.04
operating system with the Luna distro. As for IDS
(Intrusion Detection System), the application used is
snort. Snort is an IDS tool that uses a signature
detection pattern. Any interruption or attack that
occurs is identified with the appropriate rule and then
given a signatuture on the attack. The selection of snort
as an IDS (Intrusion Detection System) is done
because snort has integration with the MySQL
database making it easier to access the snort database.
1. Network Topology in the System Network

Topology of the system that will be run if

described in a simple way is as follows:

o —

192.168.1.1
192.168.1.2 |

L)

Komputer
Monitoring

—

[ » ) -
192.168.1.3

intruder

Figure 1. System Topology

In the topology in the picture above can be
explained that the monitoring system is placed on a
computer that is used as a network monitor. The
monitoring computer is connected to a switch where
the switch is also connected to the host computer and
to the computer that is used as an intruder. The use of
a separate monitoring system from the host and server
is done with the aim if the server or host is down, the

This article is distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives

4.0 International License. See for details: https://creativecommons.org/licenses/by-nc-nd/4.0/



http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

(1JID) International Journal on Informatics for Development

system can still run and connect to the internet network
so that it can still send notifications to the
administrator.

2. System Flow Diagram

Monitoring system developed is divided into two
processes when the system is running, the first is the
process of pinging all hosts in the network, and the
second is the IDS process or intruder detection
process. The workflow of the system is described in
the following figure:

mulai

NMetode ping ke
st

Tidak:

Kirim msifikasi
ke akun twiller vidak

J

Simpan status
terbary host

i ke Selesai
Figure 2. The ping system workflow

In Figure 2 describes the workflow of the ping
system that is intended to determine whether the host
is alive or not. In the picture above it is explained that
the system starts by sending ICMP packets to see
whether each host will respond or not later. If the host
provides a response, the system checks the initial
status of the host and provides notification based on
the initial status of the host.

3. Database Design

The first step in the development process of this
application is to prepare a database. A network
monitoring system that is built using the MySQL
database to store host data, administrator data, and
data alerts derived from the IDS snort database. The
system will retrieve data from the snort database
which is then created a new database to store messages
that will be sent to the administrator in full.

Snort IDS has its own database installed when
installing Snort IDS. The structure of the snort
database is as follows:
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Figure 3. Snort Database Structure (sumber :
faculty.nps.edu)

The snort database is used as a reference for
sending notifications to the user. Researchers use
PHP script to retrieve data needed by the system
and enter it into a new database which in this case
the researcher uses a database called monitoring.
The monitoring database is only used to store
attack data that is feasible to be processed by the
system, administrator data, signature type data.
4. Design Interface

The system interface is used to help and
facilitate the user in performing system
management which includes registering a new
admin and editing admin, inputing attack type
settings that are allowed, and seeing a list of alerts
detected by the system.

V. RESULT AND DISCUSSION

At this stage is an explanation of the making of the
system starting from the tools used both hardware and
software, installation of the main device and
supporting devices, to the program code used.

A. Software
The software needed in monitoring the LAN
(Local Area Network) network with notifications on
Twitter social media is with the following
specifications:
a) Monitoring system software specifications:
1. Ubuntu 12.04 operating system Distro
Elementary.
2. Snort IDS(Intrusion Detection System)
version 2.9.7.0.
3. MySQL database.
4. Apache webserver.
5. Mozilla Firefox browser.
Host software specifications :
1. Windows 7 operating system.

b)
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c) Specifications of testing software (intruder) :
1. Windows 7 operating system.
2. Nmap 6.25

B. Hardware
The hardware required by the system is as follows:

a) Monitoring system hardware specifications :

1. Intel core i3 — 2310M @2.10 GHz
processor.
2. RAM 4096 Mb.
3. Hard disk 100 Gb free space.
4. Ethernet card.
5. Huawei GSM Modem.
b) Host hardware specifications :
1. Intel Core 2 duo.
2. RAM 2048 Mb.
3. Hard Disk 100 Gb free space.
4. Ethernet card.
c) Specifications System hardware teaters :
1. Intel Core 2 duo.
2. RAM 2048 Mb.
3. Hard Disk 100 Gb free space.
4. Ethernet card.
d) Network hardware specifications :

1. UTP cable.
2. RJ-45 connector.
3. Switch.

C. Functional Testing System

Testing on the system to determine the extent
to which the system can function whether it has
fulfilled the initial objectives of the system or not.
This test is categorized intesting alpha. The stages
of this test are carried out in three types of tests,
namely:

a. Testing of sending Twitter notifications in the

case of host up / down

This test is carried out using the ping method.

In this test 3 hosts are prepared, namely:

1. Computer monitoring, with nip address :

192.168.1.1

2. Host 1, with address nip : 192.168.1.2

3. Intruder, with nip address : 192.168.1.3
connected to a switch. the two hosts are up and
respond to the ping given from the monitor
computer. Then the researcher unplugged the UTP
cable on host 1 and host 1 did not respond to the
ping from the monitor computer. Under these
conditions the system will send a notification to the
administrator via twitter notification. The picture
below shows the results of the twitter notification
sent.
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P - IDS_Snort_Tweet
|@ ALERT: Host 192.168.1.2 Mengalami Down. From: 192.168.1.2 AT
¥ 2015.05-10 11:42:58 ;
13

Figure 4. Host down notification on Twitter

The next test is to reconnect the UTP cable to the
host 1. The system will check again whether host 1
is back up and send a notification. In the picture
below, a notification from Twitter that shows host
1 with ip address 192.168.1.2 has been returned.

p - IDS_Snort_Tweet
f:-:\; ALERT: Host 192.168.1.2 sudah Up. From: 192.168.1.2 AT: 2015-05-10
AL 114150 @ Z

3
Figure 5. Notification of host up on Twitter

b. Testing of sending Twitter notifications in
case of intruder detection
1. Ping Testing
When ping is done, snort gives
positive alarm and the computer that
is pinged requires a resource of :
a. Memory usage is 0,3% of the total
memory of 2048 MB, is 6,144
MB
b. Use of the Processor requires 0%
resource processor.
The notifications provided by snort
are as follows:
ga DS ‘SAron "\s“l

| -

Figure 6. Twitter Notifications when the network is pinged
by another computer
2. Testing Port Scanning
At this testing stage it is done using
Nmap

A, 105 _Snort_Tweet

*'jb‘ ALERT: SCAN nmap XMAS From: 192 168.1.4 AT: 2015-05-15 14.01:40 IP

» 192.168
Figure 7. Notification on Twitter when the network is
scanned by Nmap

When port scanning done, snort
gives positive alarm and the
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for Twitter
notifications

computer that is scanned requires a
resource of:

permitted the
administrator

a. Memory usage is 0,3% of the
total memory of 2048 MB,

\

I\
.‘t

Figure 8. Notification if the system is attacked by TCP

e

which is 6,144 MB

b. Use of the processor requires 1%

processor resources
3. Testing flooding.

After the program starts, the target

computer requires a resource of:

a. Memory usage, 4% of the total
memory of 2048 MB, which is

81,92 MB

b. Use of the processor requires 4%

processor resources.

IDS_Snort_Tweet

ALERT: COMMUNITY SIP TCPIP message flooding di

From: 192.168.1.2 AT: 2015-05.27 1

flooding

TABLE |. RESULT OF FUNCTIONAL TESTING
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