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Abstract—Determining sets of criteria and alternatives 
becoming main priorities is essential to guarantee the success of 
innovation adoption of Information System (IS) security. The 
goal of this research was to select and determine important 
entities as representation of each criterion for managers in 
making decisions of innovation adoption of IS security. This 
research applied Technology-Organization-Environment (TOE) 
Framework, and Human-Organization-Technology-Fit (HOT-
Fit) Model to map relative importance variables of criteria and 
alternatives. AHP Approach was applied for computation 
simulation to determine priorities of criteria and alternatives. 
Results show that a principal criterion is manpower of 
organizations. The eigen factor score is 4.398. Moreover, 
alternatives covering complexity, financial resources, intensity of 
competition, and CIO innovativeness have these respective eigen 
factors scores: 4.326, 9.307, 4.376, and 4.545.         

Keywords—IS Security; Innovation Adoption; TOE 
Framework; HOT-Fit Model; AHP Approach 

I. INTRODUCTION  

IS (Information System) security becomes an old problem 
of any organizations. It is an inherent part of all organizational 
activities. Even small weaknesses of IS can bring failure of 
organizational operation [1]. Therefore, more organizations 
cooperate to get ISO certificate of IS security like ISO27001 
[2]. Securing IS is the challenge of each organization since 
data security as well as availability and integrity of 
information are immensely influenced by complexity of 
environmental changes, interrelationships, uncertainties, and 
dependencies on Information Technology (IT). Securing IS 
can be actualized through determination of policies, 
procedures, and mechanisms of information flows of 
organizational structures to prevent exploitation of 
vulnerability of threats and risks [3]. 

Moreover, applying IS security system is influenced by 
capabilities to adopt innovation of IS security for 
organizational needs. The reason is that each organization has 
dissimilar characteristics of work culture which is in line with 

certain needs of IS security [4]. Most organizations only rely 
on renewal of security and individual willingness to make new 
trials without analyzing the needs appropriately [5]. 
Innovation adoption of IS security is a complex process. 
Consequently, numerous organizations face difficulties of 
applying steps with policies, procedures, and mechanisms 
properly. Besides, steps of developing and implementing IS 
security adopted by individuals and organizations are still low 
[6]. Thus, it is of great importance to comprehend why users 
accept or reject organizational IS security [7]. 

There have been previous studies discussing innovation 
adoption of IS security. However, literature specifically 
exploring models of innovation adoption of IS security in 
certain organizational levels is rare to find. Previous studies 
mostly emphasize needs of building and maintaining 
competitive, operational strengths of IS security. Effectiveness 
of innovation adoption of IS security is prone to depend on 
humans, technology, and policies through TOE Framework 
[8]. Innovation adoption of IS security is strategic and brings 
significant effects on the success of implementing IS through 
relationships of humans, technology, organizations, and 
environment [9]. However, the lack of preparation of 
understanding adoption of IS security can become primary 
hindrance of achieving the success of securing the IS assets 
[10]. In addition, TOE Framework is frequently used and 
maximized in adopting innovation of IS security in 
organizations. IS security is also an internal need and involves 
external parties when representing the systematic innovation 
adoption of IS security [11]. 

Adoption innovation of IS security in organizations fails if 
there are mistakes of determining sets of criteria appropriately 
[12]. Applying this adoption requires careful considerations of 
selecting sets of criteria with critical, strategic roles based on 
specification of organizational needs [13]. It is noted that 
complexity of selecting and determining sets of criteria exists 
as organizations have different  management and behavior 
[13]. This statement is supported by previous studies affirming 
that most organizations only seek easiness by making 
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replication of existing models directly without strategic 
considerations of organizational contents [14, 15, 16, 17].  

Such the occurrence creates the failure since it is admitted 
that all criteria are the same and can contribute to conformity 
of innovation adoption of IS Security. Therefore, in order to 
make this process successful, strategic decision making is 
needed to determine proper and important sets of criteria and 
alternatives for organizations. Different organizations can 
have different strategic decisions. 

Needs of criteria in this research applied dimensions of 
TOE Framework [18, 19]. They were completed with HOT-Fit 
Model [20] consisting of technology, organizations, 
environment, and humans. Meanwhile, alternatives (relative 
advantage, compatibility, complexity, security concern, 
presence of champions, infrastructure, top management 
support, organizational size, financial resources, mimetic 
pressure, coercive pressure, intensity of competition, vendor 
support, perceived technical competence of IS staff, 
employees’ IS knowledge, clinical IT experts, and CIO 
innovativeness) used the variable of each dimension [21, 22]. 

The research aimed to select and determine sets of criteria 
which are the most appropriate with the most important 
alternatives as representation of categories of criteria based on 
TOE Framework and HOT-Fit Model. This was to ensure 
readiness of applying innovation adoption of IS security. In 
order to determine decisions on mainly prioritized factors, 
AHP Approach method was used.  

AHP Approach is also an alternative way to solve various 
kinds of problems of organizational needs. It can be used to 
represent decision makers’ views of individual institutions. 
AHP Approach focuses on changes due to different 
hierarchies created by different people. This method gives 3 
advantages such as implementation of empirical cases leading 
to intuitive solutions, complexly manipulated results, and 
relative importance of numerous criteria [23]. 

Computation through AHP Approach is hierarchical when 
representing functional types of interrelationships. Therefore, 
complicated cases with multi-criteria can be decomposed into 
detailed decision elements. Hierarchical models are linearly 
structured from common decision elements until the most 
concrete, controllable factors at each bottom level in the form 
of a decision alternative [24]. Benefits of AHP Approach are 
that: (a) hierarchical structures as consequences of selected 
criteria and subcriteria are deep; (b) validity can be computed 
with the limitation to inconsistent tolerance of selected criteria 
and alternatives; (c) output tenacity through analyses of 
sensitivity is measureable [25]. 

II. THEORETICAL BACKGROUND 

Information is a principal asset of organizations and 
requires protection. It is crucial for organizations to secure all 
IS assets due to possible malicious attacks and unauthorized 
use of access [26]. Protection of the whole IS assets is the 
form of anxiety because it brings significant impacts on 
sustainability of organizational activities, and develops and 
implements system [27]. Protective actions include the use of 
antivirus, firewall, filter, intrusion detection system, 

encryption, authorization mechanisms, authentication system, 
and proxy devices. Furthermore, providing the training and 
education on IS security system can help to eliminate IS 
threats [28].   

Possessing IS security is compulsion. Each organization 
must always secure information assets. IS security should have 
orientation on perspectives for users. It expedites transaction 
and exploration of decision making. The foci are security, 
availability, and integrity [29]. As the consequence, system 
vulnerability is enhanced [30]. Nonetheless, assuring the 
success of adoption and implementing IS security in 
organizations can be actualized through combination of 
complex practices of TOE Framework and HOT-Fit Model. In 
fact, full commitment of the whole staff and management 
levels of organization units is needed [31]. Previous scientific 
contributions sustainably indicate that the weakest tab of each 
plan or IS security procedure is the use of computers per se 
[32]. 

Implementation of each model of innovation adoption of 
IS security pertains to strategic decisions of mapping and 
determining essential sets of criteria based on characteristics 
and attitude of organizations [33]. Adoption of IS security is 
fundamental. It should be actualized in organizations. Based 
on perception of models of innovation adoption of IS security, 
organizational and individual levels should be analyzed [34]. 

III. RESEARCH METHOD 

The source of data was the survey through the use of 
questionnaires sent to all selected respondents by using online, 
electronic media. This research involved analysis units of 
organizations. The eighty-five respondents were managers or 
directors of IT department of palm oil plantation industries 
working in West Kalimantan Province. Purposive sampling 
technique was in use to collect data. The computation was 
through Likert Scales [35]. Data obtained from online 
questionnaires were completed with in-depth interviews [35]. 
In order to enhance validity and reliability of collected 
answers, these interviews were conducted with several 
selected respondents in groups. The communication was 
through the application of Whatsapp. 

Results of processed data were analyzed by using AHP 
Approach. This is to support steps of strategic decision 
making and appropriate sets of criteria of IS security adoption. 
This approach creates the form of simulation enabling the best 
choice of sets of criteria and alternatives. Such the model is in 
forms of hierarchical structures of criteria and alternatives, and 
is considered through inconsistent tolerance and analysis of 
sensitivity [36]. The first step is calculation covers definition 
of problems, goals, and final results. Other steps comprise 
decomposition of problems in forms of hierarchies and 
decision elements, paired comparison of decision elements in 
forms of matrices, estimation of relative weight of decision 
elements, and examination of hierarchical consistency [37]. 

The goals need to be divided into subgoals with specific 
measurement. The hierarchies include goals, criteria or 
objective levels, and alternatives. Every set of criteria can 
further be divided into more detailed levels. After all criteria 
are identified, scores are related to above levels. Relative 
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scores obtained for choices are measured based on hierarchical 
levels. Next, scores are synthesized through models. 
Composite scores of choices at levels and overall scores 
appear as a result of this process. The measurement is relative 
for each level and produces matrix scores. However, the 
results should be consistent. Thus, examination of 
inconsistency should be conducted to find out and identify 
possibilities of mistakes of data inputs. A matrix (i,j) is 
considered to be consistent if the whole elements follow 
transitivity. Guidelines showing whether Consistency Index 
(CI) have consistent matrices should exist (see Table I) [38]. 

TABLE I.  BASIC SCALES OF THE ORDER OF IMPORTANCE 

Order of 
Importance 

Definition 

1 As important as others 

3 Moderately important 

5 Strongly important 

7 Very strongly important 

9 Extremely important 

2,4,6,8 Scores between two adjacent computations 

Reciprocal If Element i has one of the scores above in 
comparison to Element j, Element j has a reverse 
score. 

 
A matrix created as a result of random comparison is 

absolutely inconsistent. The limit of stated inconsistency is 
measured through Consistency Ratio (CR). Comparison of CI 
and Random Index (RI) produces reference scores and 
determines consistency levels of matrices. CR is computed 
with this formula: CR = CI/RI (see Table II). Meanwhile, CI is 
obtained through this formula: CI = (λmax-n)/n-1. However, 
RI is the stated average of consistency becoming the standard 
of computation of CR. Next, CR of paired matrices is 
examined. If CR is greater than 0.1, paired comparison should 
be recalculated until CR is less than or equals to 0.1 [39, 40]. 

TABLE II.  AVERAGES OF CONSISTENCY (RI) 

N RI 

1 0.00 

2 0.00 

3 0.58 

4 0.90 

5 1.12 

6 1.24 

7 1.32 

8 1.41 

9 1.45 

10 1.49 

11 1.51 

12 1.48 

13 1.56 

14 1.57 

15 1.59 

IV. RESULTS AND DISCUSSION 

Determination of sets of criteria and alternatives started 
with formulation and determination of a number of criteria 
through previous results using TOE Framework and HOT-Fit 
Model. All criteria referred to research results [21, 22]. They 
were processed again to produce the order of importance. 
Main criteria were initially considered. 

The order of importance of criteria was related to palm oil 
plantation industries in West Kalimantan Province. The 
adoption success of IS security referred to combination of 
TOE Framework and HOT-Fit Model with dimensions of 
Technology (T), Organization (O), Environment (E), and 
Human (H). Meanwhile, the variables were (1) relative 
advantage, (2) compatibility, (3) complexity, (4) security 
concern, (5) presence of champions, (6) infrastructure, (7) top 
management support, (8) organizational size, (9) financial 
resources, (10) mimetic pressure, (11) coercive pressure, (12) 
intensity of competition, (13) vendor support, (14) perceived 
technical competence of IS staff, (15) employees’ IS 
knowledge, (16) clinical IT experts, and (17) CIO 
innovativeness. These seventeen instruments were alternatives 
of criterion (see Figure 1). 

 

Fig. 1. Hierarchy Model of Criteria and Alternatives 

The model of multicriteria combining TOE Framework 
and HOT-Fit Model began with paired comparison applied to 
determine weight of criteria and alternatives measured based 
on subjective preferences of decision making. Comparative 
Scales 1-9 were used. Next, examination of consistency of 
paired comparison matrices was conducted. If the ratio is 
greater than 0.1, paired comparison should be recalculated 
until it is less than or equals to 0.1 (consistent). Similar steps 
were applied to comparison matrices among alternatives. 
Following these, totals of multiplication results of weight of 
criteria and alternatives were sought. 

Outcomes of hierarchical criteria of (a) technology and 
organization, (b) technology and environment, (c) technology 
and human, (d) organization and environment, (e) organization 
and human, and (f) environment and human are consecutively 
0.053, 0.057, 0.136, 0.086, 0.182, and 0.136. After conducting 
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the calculation, eigen factors of technology (0.084), 
organization (0.175), environment (0.224), and human (0.517) 
appear. CR levels of all criteria were measured afterwards to 
indicate comparison of valid results and actual conditions. CR 
is comparison of CI and RI. CI is obtained through this 
formula: CI = (λmax-n)/n-1, whereas RI is the score 
determined with AHP Approach. 4x4 matrices used in this 
research should have scores which are less than 9%. RI used is 
0.90. 

Based on computation, it is found that CI equals to 0.071 
(7.08%) and CR equals to 0.079 (7.87%). Therefore, strategic 
decisions of IS security adoption should firstly emphasize 
human or manpower in comparison to other criteria. As it can 
be seen from Table III, obtained eigen factors of human 
criterion is 4.398. Referring to calculation results, the human 
criterion possesses the highest score. Thus, innovation 
adoption of IS security requires mapping of organizational 
staff’s abilities to be in line with factors of technology, 
organization, and environment. 

TABLE III.  MEASUREMENT OF CRITERION CONSISTENCY 

Criterion T O E H Total Summary 

T 0.084 0.058 0.075 0.129 0.346 4.111 

O 0.253 0.175 0.112 0.172 0.712 4.078 

E 0.253 0.349 0.224 0.129 0.955 4.263 

H 0.337 0.524 0.896 0.517 2.274 4.398 

Total 0.927 1.105 1.307 0.948 4.287 16.849 

L-Max      4.212 

 
Every criterion has a different probability level based on 

business patterns of societies. People’s readiness and 
willingness to accept changes of system and mechanisms of 
adoption of IS security are priorities. The willingness should 
be strengthened with strong motivation to accept and 
implement IS security for the success of organizations. Also, it 
is important for the staff to have technical skills of IT so that 
conformity of perception of business needs and IS security 
exists. The staff should further have mastery of knowledge on 
structures and mechanisms when securing IS assets. 
Moreover, there should be security experts improving staff’s 
knowledge. Hence, the staff can work with updated IT in clear 
organizational structures and controlled environment. Next, 
consistency of the whole alternatives referring to criteria was 
measured. 

Based on calculation of the eigen factor of technology 
criterion, obtained scores of these variables: Relative 
Advantage (R), Compatibility (C1), Complexity (C2), and 
Security Concern (SC) are respectively 0.070, 0.170, 0.288, 
and 0.472. Meanwhile, CI = 0.063 and CR = 0.070 (6.95%) 
result in acceptance. A strategic decision of technology 
criterion is on complexity with eigen factor = 4.326. Other 
strategic decisions of security concern, compatibility, and 
relative advantage can be seen from Table IV.   

 

 

TABLE IV.  COMPARISON OF ALTERNATIVES BASED ON  
TECHNOLOGY CRITERION 

Technology 
Alternatives 

R C1 C2 SC Total Summary 

R 0.070 0.043 0.096 0.079 0.287 4.100 

C1 0.280 0.170 0.096 0.157 0.704 4.132 

C2 0.210 0.511 0.288 0.236 1.245 4.326 

SC 0.420 0.511 0.575 0.472 1.979 4.192 

Total 0.981 1.235 1.055 0.944 4.214 16.751 

L-Max      4.188 

 
Next, in terms of organization criterion, eigen factors of 

Presence of Champions (PC) (0.395), Infrastructure (I) 
(0.239), Top Management Support (TMS) (0.163), 
Organizational Size (OS) (0.120), and Financial Resources 
(FR) (0.084) were found. Other outcomes show that CI = 
0.010 and CR = 0.009 (0.91%) resulting in acceptance. A 
strategic decision on organization criterion is on financial 
resources with eigen factor = 9.307. Other strategic decisions 
of presence of champions, infrastructure, organizational size, 
and top management support are indicated in Table V.   

TABLE V.  COMPARISON OF ALTERNATIVES BASED ON  
ORGANIZATION CRITERION 

Organization 
Criterion 

PC I TMS OS FR Total 
Summ

ary 

PC 0.395 0.717 0.978 0.040 0.042 2.171 5.502 

I 0.132 0.239 0.652 0.060 0.021 1.103 4.617 

TMS 0.066 0.060 0.163 0.024 0.042 0.354 2.175 

OS 0.132 0.119 0.033 0.120 0.028 0.431 3.604 

FR 0.197 0.060 0.081 0.359 0.084 0.781 9.307 

Total 0.921 1.195 1.906 0.602 0.217 4.841 25.204 

L-Max       5.041 

 
Following these, measurement of alternative consistency 

of environment criterion shows that eigen factors of Mimetic 
Pressure (MP), Coercive Pressure (CP), Intensity of 
Competition (IC), and Vendor Support (VS) are consecutively 
0.099, 0.171, 0.277, and 0.453. CI = 0.010 and CR = 0.009 
(0.91%) indicate acceptance. A strategic decision of 
environment criterion is on intensity of competition with eigen 
factor = 4.376. It is continued with vendor support, coercive 
pressure, and mimetic pressure (see Table VI).    

TABLE VI.  COMPARISON OF ALTERNATIVES BASED ON  
ENVIRONMENT CRITERION 

Environment 
Criterion 

MP CP IC VS Total Summary 

MP 0.099 0.057 0.139 0.113 0.408 4.121 

CP 0.297 0.171 0.092 0.151 0.711 4.163 

IC 0.198 0.512 0.277 0.226 1.214 4.376 

VS 0.396 0.512 0.555 0.453 1.916 4.232 

Total 0.990 1.253 1.064 0.943 4.249 16.892 

L-Max      4.223 
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Finally, measurement of alternative consistency of human 
criterion yields eigen factors of Perceived Technical 
Competence of IS Staff (PTCISS), Employees’ IS Knowledge 
(EISK), Clinical IT Experts (CITE), and CIO Innovativeness 
(CIOI) are 0.091, 0.153, 0.217, and 0.538 in order. 
Meanwhile, CI = 0.075 and CR = 0.083 (8.28%) were found 
and acceptance was confirmed. A strategic decision of human 
criterion is on CIO innovativeness with eigen factor = 4.545. 
Others are clinical IT experts, perceived technical competence 
of IS staff, and employees’ IS knowledge (see Table VII).   

TABLE VII.  COMPARISON OF ALTERNATIVES BASED ON HUMAN 
CRITERION 

Human 
Criterion 

PTCISS EISK CITE CIOI Total Summary 

PTCISS 0.091 0.077 0.072 0.135 0.375 4.100 

EISK 0.183 0.153 0.108 0.179 0.624 4.067 

CITE 0.274 0.307 0.217 0.108 0.906 4.182 

CIOI 0.366 0.460 1.083 0.538 2.448 4.545 

Total 0.915 0.998 1.480 0.960 4.352 16.894 

L-Max      4.224 

 

V. CONCLUSION AND FUTURE RESEARCH 

Research results were used to explore and determine sets 
of criteria and alternatives becoming priorities of innovation 
adoption of IS security. Through AHP Approach, the most 
crucial criteria are readiness and capabilities of the human to 
conduct such adoption and most crucial criteria with eigen 
factor 4.398 area readiness. However, the most essential 
alternatives are complexity, financial resources, intensity of 
competition, and CIO innovativeness with these respective 
eigen factors 4.326, 9.307, 4.376, and 4.545.  

All of these variables are principal criteria and, therefore, 
should be seriously concerned to adopt innovation of IS 
security especially for palm oil plantation industries in West 
Kalimantan Province. Orders of criteria and alternatives 
should be applied as they are name of  changes are allowed. 
Sets of criteria are inappropriate for other industries. This 
research can be enhanced through engagement of more 
specific respondents based on clusters of management levels 
in organizations. 
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